Keeping your child safe online - A checklist for parents and carers

As a parent you'll probably know how important the internet is to children and young people. They use it to learn, play,
socialise and express themselves in all types of creative ways. This may be through sharing photos and videos, blogging,
gaming, or even developing their own apps. It is a place of amazing opportunities.

The technology children use in their daily lives can seem daunting. You might worry about the risks they can face online,
such as bullying, contact from strangers, as well as the possibility of access to inappropriate or illegal content. To help
them stay safe, it’s important that you understand how your child uses the internet.

By following this simple checklist, you can start to protect them and decrease the risks

they face: %

I have asked my child to show me sites they use — By doing so, your child is including you in their online life
and social activity. Show an interest and take note of the names of their favourite sites. You can then re-visit
these when you are alone. Take your time and explore the space, find out how to set the safety features and
learn how to report any issues directly to the site.

I have asked my child to set their profile settings to private — Social networking sites, such as Facebook, are
used by children to share information, photos and just about everything they do! Encourage your child to set
their privacy settings to private, They need to think about the information they post online as it could be
copied and pasted anywhere, without their permission. If it got into the wrong hands, somebody may wish to
use it against them or worst of all try to locate them in the real world.

I have asked my child about their online friends — We know that people lie online about who they are and
may create fake identities. It is very important children understand this. Whether they are visiting a social
network or a gaming site, the safety messages are the same. Children and young people must never give out
personal information and only be “friends” with people they know and trust in the real world.

I have set appropriate parental controls on my child’s computer, mobile and games console — Filters on
computers and mobiles can prevent your child from viewing inappropriate and possibly illegal content. You
can activate and change levels depending on your child’s age and abilities. You can also set time restrictions
for using the internet or games. They can be free and easy to install. Call your service provider who will be
happy to assist or visit CEOP’s parents' site for further information. Explain to your child why you are setting
parental controls when you talk to them about their internet use.

My child has agreed to tell me if they are worried about something online — Sometimes children get into
situations online where they don’t feel comfortable or see something they don’t want to see. By opening up
the communication channels and talking to your child about the internet, their favourite sites and the risks
they may encounter, they are more likely to turn to you if they are concerned about something.

I know where to get help if I'm concerned about my child — The CEOP Safety Centre provides access to a
range of services. If you are concerned that an adult has made inappropriate contact with your child you can
report this directly to CEOP. You can also find help if you think your child is being bullied, or if you've come
across something on the internet which you think may be illegal.

Visit the Safety Centre at www.ceop.police.uk/safety-centre or by clicking on this button:
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Risks children face online: Accessing inappropriate websites

The Internet is open to anyone to post and create content so sometimes your child may see things they wish they hadn’t, or
access sites that are inappropriate for their age. Inappropriate can mean different things to different people, from swear
words to pornographic images or videos, and what is inappropriate for your child will also change as they grow and

develop.

There are a range of things online that might upset children and affect what should be a healthy online experience. It’s
important to remember that inappropriate content online includes pornographic content, but could also include other
content such as race hate, pro eating disorders or gambling sites.

23% of 8 — 11 year olds say they dislike inappropriate content online as do 15% of 12 — 15 year olds.
Ofcom, Parents views on parental controls 2012

If your child is using the internet, you should discuss the type of things they might see no matter what age they are.

Online pornography

Children may stumble across content online or actively search for sexual content which isn’t appropriate for their age. It is
natural for children to push boundaries and explore, however, it can be risky. Online it is easy to quickly access a wide
variety of pornographic content including hardcore and extreme images and videos.

As the researcher Martin Flood noted, ‘pornography is a poor, and indeed dangerous, sex educator’, Pornography rarely
presents sex in the context of a loving relationship and there is concern that early exposure to hardcore pornography could
give young people unhealthy views about the opposite sex and what they can expect from them.

Though it may be difficult, it is important to talk to children and young people about pornography and how it can provide
an unrealistic portrayal of sex and relationships.

What can you do to reduce the risk of your child coming across inappropriate material online?

The internet is not centrally moderated, but as a parent you can set controls on your child’s internet access in the home.
Parental controls packages can enable you to block access to adult websites, such as pornographic and gambling sites.

63% of teens surveyed admit they know how to hide what they do online from their parents
Norton Online Living Report 2009

Setting age appropriate controls on the sites they use and your network can help reduce the risk, but remember no filter is
100% accurate. Contact the provider of your internet package, such as Sky, BT or Talk Talk, the majority of service providers
now offer free parental control packages. Make sure you do the same on your child’s phone and all internet enabled

devices.

Setting age appropriate controls is important but ensure that you also have an ongoing conversation with your child about
content online. Ask them to tell you if you if they see anything that makes them feel uncomfortable or upset, so you can

help and support them.
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Risks children face online: Online grooming

What is online grooming?

Grooming is a process used to prepare a child for sexual abuse. An offender’s aim when grooming will be to gain access to a
child and build a relationship with that child. Grooming can take many different forms, from one off contact which may
include sexual advances, to a series of events over time. It may start with an adult scanning websites to identify a vulner-
able child or-befriending a child, perhaps by pretending to have common hobbies or interests or using flattery to trick a

child into trusting them.

Online it is easier for an offender to lie and gain one to one contact with a child, for example through a social networking or
gaming site. They can share images or videos relating to their claimed common interests and build a ‘relationship’ away

from any adult supervision.

Once a relationship is established an offender may then introduce sexual themes to the conversation, for example, asking
the child about their sexual experiences, sharing pornography with them or asking them for sexual pictures of themselves.
Different offenders will have different approaches so whereas this process may be very quick it can also take days, weeks or
even months. Often an offender will attempt to get a child to meet them in the real world in order to abuse them. Increas-
ingly some offenders are also persuading children to perform sexual acts on webcam.

Signs of grooming

Look out for an unhealthy or heightened level of internet usage. Has your child become more secretive about who they are
talking to and where they conduct their online conversations?

To your knowledge has your child engaged in any sexual behaviour online or via text, chat or webcam? Have they got any
new electronic devices or gifts that they may not have been able to obtain for themselves?

Talk to your child about meeting their online friend’s offline. If they intend to meet any of these online friends you need to
set clear boundaries, tell them why you are concerned for their safety and that they must take you or a trusted adult with

them to the meeting.
What can parents and carers do to protect their child online?

Parents and carers need to be mindful that part of the fun of being online is communicating and often sites are designed
for you to do so with people you don’t know. It is important to talk to your child about who they are friends with and how

to manage these online relationships.

Not sure where to start? Talk to your child about:
* What sites they use

* The friends they have and how they know them
* How they communicate with these friends

* The type of information they can share
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